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INFORMATION SECURITY POLICY

1. Description
The purpose of the Information Security Policy is to define the requirements of those
systems, information and assets operated by TurkTraktor with respect to their

confidentiality, integrity and accessibility.

The Information Security Policy has been prepared by taking into account the VII-128.9
Information Systems Management Communique enacted by the Capital Markets Board
for publicly listed companies and the Law on the Protection of Personal Data and other

relevant regulations.

1.1 Information Security Management System (ISMS)

An “Information Security Management System” has been designed to provide security
controls with respect to policies, procedures, organizations etc. for the protection of

information assets from cyber attacks.

The Information Security Management System includes such processes and operations
as determination of security strategy, creation and implementation of security policies,

setup, management and monitoring of security systems etc.

1.2 Participation of Top Management

Information assets we own, are the most important values of TurkTraktor together with
the possibilities of producing, processing and presenting the information. TurkTraktor

requires many information and information assets in order to fulfill its corporate functions.
The main goal of TurkTraktor's Information Security Policy:

Is to ensure that any information that TurkTraktor needs is "SECURE,
ACCESSIBLE, CONTINUOUS and ACCURATE".

To achieve our main goal, we aim to:
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Prevent uncontrolled access to information, to ensure the confidentiality of the
institution's information in personal and corporate communication as well as
during information exchanges with third parties,

Control and improve the accessibility, integrity and continuity of the systems
through continuous and regular review,

Identify risks for business processes and information assets, carry out necessary
improvement activities and to ensure them to be regularly reviewed,

Raise awareness of our employees through awareness training on information
security,

Create and maintain services that will support business continuity in information
technologies infrastructure and applications,

Ensure that the quality of the services provided to the internal and external
(Dealer, Service, Supplier) customer is kept at the highest level,

Report information security violation incidents and assure corporate learning by
taking measures to prevent violations,

Ensure production and access of information in compliance with the applicable

laws and regulation,

Our objectives are:

@R Kog

To carry out its activities within the framework of the procedures and instructions
specified in this document and this document, and to improve it with periodic
reviews,

To ensure the continuity and sustainability of Applications, Equipment, Software,
Services and Systems that support Information Technologies and related
processes with a view to the information security,

To make the business processes used in their bodies or activities be subjected
to importance evaluations, giving due consideration to their Privacy - Integrity -
Usability values and to manage the same within this framework,

To determine all kinds of risks to Business Processes and assets and to keep
these risks at an acceptable level,

To ensure compliance with TurkTrakior's “Integrated Management System
Policy” and rules,
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« To ensure conformity with the "Laws and the applicable regulations of the
Republic of Turkey”, to ensure compliance with the requirements arising from the
contracts;

* To comply with “TS.ISO.IEC.27001”,
To maintain “TS.ISO.IEC.27001” certificate.

An Information Security Committee has been established and an Information Security
Manager has been appointed in order to meet the emerging requirements, to direct,
operate, monitor, review, maintain and improve information security for the purpose of

achieving these goals.
As Turk Traktor management,

We closely monitor and support to ensure the enforcement, control of the "Information
Security Policy", to evaluate the security risks and to take the necessary measures, to
provide the necessary resources to ensure its continuity, to constantly improve the

system and to enforce the necessary sanctions for security breaches.

2. Scope

The scope of this policy includes:

« All TarkTraktor locations

» All TarkTraktor employees and third parties working for TurkTraktor
» All TarkTraktor network and information systems

» All personal data processed, stored and shared by TurkTraktor

» All information assets owned by TurkTraktor

* All TurkTraktor processes

* All units within the scope of ISO 27001 document

3. Responsible Parties

Board of Directors and Senior Management:

For the purpose of establishing an effective information security management structure,
the Board of Directors approves the Information Security Policy in which the information

security strategy and roadmap are set forth and require its implementation. Top
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Management, consisting of Company Leader and Financial Affairs Business Leader has
been authorized by the Board of Directors to approve all standards, procedures and
instructions that must be prepared within the scope of the policy. Top Management

performs the necessary allocations of resources and authority / responsibility for the

establishment and operation of the Information Security Management System.
Information Security Committee:

The Information Security Committee designs the relevant information security
processes, approves and publishes the procedures and instructions within the objective
of the information security standards and strategy determined under the Information
Security Policy. It steers the process of fulfilling information security requirements and
makes the necessary investments. The Information Security Committee is reporting to

the Top Management for information security issues.
Information Security Manager:

S/he designs and manages TurkTraktor's information security processes in accordance
with the Information Security Policy. S/he carries out the necessary activities and
documentation for the Information Security Management System or requests it to be
done from the employees in charge of the job. S/he performs Information Security audits
or enables outsourcing companies to perform the same. S/he provides the necessary
inputs for the IT Security Board to make decisions (Information Security Audit Reports,

Reported Cases, Risk Analysis Reports, Penetration Test Reports, etc.).
All Employees:

Are obliged to comply with all policies and procedures published in the Information
Security Management System category and to perform all activities requested by the

Information Security Committee.

3.1 Information Security Committee

The Information Security Committee consists of a chairman appointed by the Senior
Management and members of those employees in charge of Information Technologies,

Information Security, Law, Human Resources and other relevant units. Committee
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members are notified to all users via e-mail. The Chairman of the Information Security

Committee is also a member of the KVK (GDPR) Committee.
The roles and responsibilities of the Information Security Committee are as follows:

« To control the security of information protected and used within the scope of
Information Security Management System.

* To allocate the necessary resources and assign roles and responsibilities to
improve Information Security Management System operations.

+ To establish the rules of applicable policies and processes that shape the
processes within the scope of the Information Security Management System and
ensure the efficient functioning of the information security management system,
to create subgroups for the revision and documentation of the existing ones.

* To ensure that the Personal Data Protection Law No. 6698 (GDPR) and the
information security management system are managed and maintained in
compliance with the information and data security regulations.

* To control all activities within the scope of the Information Security Management
System and any behavior that would endanger the information and damage the
company’s reputatation through appropriate disciplinary rules within the
company.

» To determine security measures in case of emergencies and of important security
breaches at TurkTraktor and to take necessary measures to prevent their
repetition and review those measures which have already be taken.

* To coordinate the relations with the relevant public institutions in case of criminal
activities (such as industrial espionage, system cracking activities, information
leakage, non-compliance with the covenants regarding the protection of personal
data etc.) involving information security through the Information Security
Committee itself and the company lawyer.

* To meetregularly at least once a year depending on the adequacy of the agenda
or the urgency of the agenda, to perform reviews. To review any flaws in the
policies, laws, the processes and documents and if necessary, to make

necessary changes to the relevant policies, procedures, instructions, etc, to
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monitor and track currency of the processes, enforce improvements, and
evaluate suggestions.

* To review information security risk assessment and penetration test reports,
action plans, security audits and to perform information security risk management
activities and acceptance of residual risks.

« To have internal and external audits at least once a year in order to audit
information security and compliance with ISO 27001, and to apply to the systems
and processes the decisions to be made according to the results of such audits.

» To consult with the Personal Data Protection Board (KVK = GDPR) and to make
necessary updates and changes in Information Security Policies, Procedures and
Practices in line with the decisions adopted by the Board.

« To inform the Senior Management about the operations carried out in the
Information Security Management System and important security issues.

« To delegate the duties and responsibilities necessary to make information

security awareness widespread institutionally.

3.2 Information Security Manager

The responsibilities of Turk Traktoér Information Security Manager are as follows:

* To measure the effectiveness of information security awareness training and
evaluate the results.

« To review Turk Traktor's Information Security Policy, Standards and Procedures
and to make suggestions for necessary changes.

» To report information security violation incidents, to ensure corporate learning by
taking measures to prevent violations.

* To ensure the implementation of the determined critical checks.

* To ensure communication and coordination with the relevant authorities and
working groups.

* To represent the company before third parties and to ensure coordination in
related activities.

+ To inform the board about the works by participating in the Information Security

Committee.
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* To submit Information Security Policies and Procedures to the Information

Security Committee for review and approval.
* To be a member of the KVK (GDPR) Committee.

3.3. TurkTraktor Employees

The roles and responsibilities of TurkTraktdér employees are as follows:

« To comply with the Information Security Policy and Procedures
announced/notified to them.

« To ensure compliance in such documents as processesd, flowcharts,
instructions, manuals, forms with Information Security documents which they will
create for the management of their own processes and systems.

* To report Information Security Policies and / or Procedures that are not complied
with or information security violations to Bilgiguvenligi@turktraktor.com.tr

« Not to engage in any activities that may adversely affect the operation of
TarkTraktor information systems or endanger information security.

« To notify the Information Security Manager of the update / improvement requests
regarding the Information Security documents.

* To request access to information and institutional resources to the extent of their

business needs.

3.4 TurkTraktor Managers

The roles and responsibilities of TurkTraktor Managers are as follows:

* To coordinate and track the necessary actions to comply with Information Security
policies and procedures and to ensure compliance within the team.

* To review the system and application powers of their subordinates once every 6
months and to revoke the powers that are beyond business needs.

» Toregularly check the access to Personal Data together with the The Employees
in charge of the Unit and / or procure it to be checked.

« To review the information access authorizations of employees reporting to
themselves, in case of their transfer and promotion and revoke the unnecessary

authorizations.
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3.5 Asset Owners and Process Owners

The roles and responsibilities of Asset Owners and Process Owners are as follows:

+ To determine the access rights of the owned asset and Personal Data and who
can accessed to the same on an administrator and user basis.

» To observe and maintain the inventory of assets.

* To assign the privacy classes of the assets and / or Personal Data together with
the KVK (GDPR) Committee and Employees in Charge of the Unit, to update
those assets whose privacy class changed and to submit the same to the KVK

(GDPR) Committee for approval.

3.6 Third Parties

* The regulations regarding the information security that third parties providing
goods and services to the Company and their employees must comply with are
determined by the relevant contracts and security protocols. These include a
minimum of the following:

+ To act in accordance with TurkTraktor Policies and Procedures, particularly the
information security rules provided by contracts or protocols, which regulate the
relations with third parties.

* Not to share the information and assets of TurkTraktor with third parties without
the consent and permission of TurkTraktor.

* To use the identities given to them by TurkTraktor in accordance with contracts
and instructions.

* In the event that a third party employee working at TurkTraktor’'s premises leave
his/her company / change his/her functions, to notify this situation to TurkTraktor
within the same day and to ensure that their powers are revoked.

* Not to copy any kind of data and software available on the devices of TurkTraktor
and not to take a picture / video of the medium without the approval and
permission of TurkTraktor.

» To post shares / to perform actions that may endanger the data security or image
of TurkTraktor.
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+ Torealize their accesses to the system to be peformed at TurkTraktor's premises

under the supervision of the Information Technologies team.

4. Standards

The following items are the top level policies of TurkTraktor in Information Security, and
all other information security policies and procedures created to support these items

should also be followed by the relevant parties.

4.1 Access Control

4.1.1 Access to all kinds of information, Personal Data and corporate resources is

granted according to the principle of “least priviliege”.

4.1.2 Access / connection privileges and responsibilities are given according to the

“principle of separation of duties”.

4.1.3 While setting forth the access / connection privileges, it is aimed that the relevant
users access to the relevant data in accordance with the Personal Data Retention and
Destruction Policy and Access Control Procedure to the extent of the data processing

purposes as set forth by the Personal Data Inventory.
4.1.4 Access to resources is considered prohibited, unless specifically granted.
4.1.5 Asset Owners periodically review users' access rights.

4.1.6 Each user is responsible for protecting their authentication information. Access

information is private and cannot be shared.

4.1.7 A personal user account must be created for each access, alongside with a

password to authenticate the account.
4.1.8 It is mandatory to have a validity date for each passwords.

4.1.9 All computers and devices they are locked and secured with a password when

they are not used for a certain period of time.

4.1.10 Strong passwords are used and password policies are applied to meet

requirements regarding password complexity, history and change.
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4.1.11 Passwords for system administration accounts (eg root, activation, NT admin,
application administration accounts, etc.) are changed at least once every three months.
4.2 Cryptography

4.2.1 Whether there is a need for cryptographic controls over the transferred and stored
data and the level of need, the type, strength and quality of the encryption algorithm are

determined via risk analysis.
4.2.2 Disk encryption is done on portable computers and devices.

4.2.3 The secure life cycle of the cryptographic keys used is determined and managed
accordingly.
4.3 Physical and Peripheral Security

4.3.1 To protect areas that host information systems; security perimeters are determined
and physical security is established in direct proportion to the risk it carries in these

areas.

4.3.2 Natural disasters, malicious attacks and accidents are taken into account when

taking security measures.

4.3.3 Printed documents and portable storage media are managed according to the

Physical and Peripheral Security Instructions.

4.3.4 Entry-exit doors, office rooms and product delivery areas (warehouses, entrance
doors, etc.) are secured and personnel act in accordance with the Physical and

Peripheral Security Instructions.

4.4 Operational Security

4.4.1 Secure operating configuration rules for critical processes and systems are written
down and updated regularly.

4.4.2 The important changes that affect information security, are planned, approved,

tested and recorded before they are actually made.
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4.4.3 Vulnerability scanning and penetration tests are carried out annually at the
network, application and system levels to avoid data loss due to harmful codes and

technical vulnerabilities. Nevertheless, anti-virus software is also used. Scanning is

performed regularly with these software.

4.4.4 Backup mechanisms are used to minimize and / or prevent data loss and the
integrity of backed up data is regularly tested. Backup needs are determined by business

impact analysis.

4.4.5 The necessary logs are kept for a specified period and their integrity is secured so
that important changes made on the systems can be checked and monitored. Necessary
infrastructure and configuration are established for detecting access to those systems
that contain Confidential or Sensitive / Personal Data and the changes to the access

rules.

4.5 Communication Security

4.5.1 Systems on the corporate network are divided according to the level of criticality
and need for access, and these sections are isolated from each other by appropriate

security measures.

4.5.2 The corporate network is protected by using appropriate hardware and software

and corporate network traffic is monitored.

4.5.3 During the electronic transfer of information, security needs are provided in

accordance with the relevant privacy class.

4.54 Should presentations or promotions will be held in public places, official
conferences, or information, pictures, pictures, videos, etc. related to TurkTraktor, will

be shared, approval is obtained from the Corporate Communication Department.

4.5.5 In the sharing of Personal Data with third parties, TurkTraktor acts in accordance
with the principles set out in the Protection and Processing of Personal Data Policy,

particularly the provisions of KVK Law.
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4.6 System Supply, Development and Maintenance

4.6.1 Opinions of the Information Security Manager, the Chairman of the Information
Security Committee and the KVK Committee, if necessary, are sought for all projects
concerning information security. In addition, projects of critical importance are reviewed
by Senior Management and approved, taking into account the manageability of the risks

associated with them.

4.6.2 All system development activities are carried out in accordance with the Software

Development Procedure.

4.6.3 Development, testing and operating environments are separated to prevent
unauthorized access to business data and operating software or to reduce the risk of

accidental modification.

4.7 Third Party Relationships

4.7.1 All Third Parties provide services in accordance with the laws and regulations that

TarkTraktor is obliged to comply with.

4.7.2 The rules to be followed by third parties that have the right to access information

assets of TurkTraktor are defined in the signed contract.

4.7.3 With respect to the sharing of Personal Data, necessary actions are taken in

accordance with the provisions of article 4.5.5 of this policy.

4.7 .4 Articles that include the necessary provisions for compliance with the KVK (GDPR)
Law and all companies connecting to the TurkTraktor network are included in the

contracts with third parties.

4.8 Information Security Violation Incident Management

4.8.1 All information security violations are reported to by using the address
Bilgiguvenligi@turktraktor.com.tr. The Information Security Committee takes necessary
measures to prevent these security breaches from occurring again in the future and to
ensure them to be resolved in a short time or ensures that necessary measures are

taken by directing the relevant stakeholders.
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4.8.2 Response to information security violation incidents is carried out according to the

Incident Management Procedure.

4.8.3 The necessary actions are taken to reduce the likelihood of future violation
incidents or to mitigate their effects, by using the knowledge gained from the analysis

and analysis of information security violation events.

4.8.4 Management responsibilities and procedures are determined in order to provide a
consistent and effective approach for the management of information security violation

incidents, including their connection on security incidents and vulnerabilities.

4.8.5 Personal Data security violation incidents, which are forwarded to
bilgiguvenligi@turktraktor.com.tr are immediately conveyed to the KVK (GDPR)

Committee.

4.9 Compliance

4.9.1 In order to prevent violations of legal, legitimate, regulatory or contractual
obligations and any security requirements, special controls and requirements that meet

individual responsibilities are kept in writing and updated.

4.9.2 Regarding all kinds of technical and administrative measures to be taken with
respect to Personal Data security, the relevant provisions of KVK (GDPR) Law and

secondary regulations published in this context are followed.

4.9.3 In order to comply with the legal, regulatory and agreement requirements on
intellectual property rights and the use of proprietary software products, software that is
not approved by the TurkTraktor Information Security Committee and / or unlicensed

software is not used.

4.9.4 All legal provisions defined by Republic of Turkey’s laws take prececence over this
policy, and when there is any item that contradicts applicable laws, applicable laws apply
and compliance is mandatory.

4.10 Protection of Personal Data

All technical and administrative measures related to the Protection and Processing of

Personal Data of Information Security Policies and Procedures are carried out in "
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accordance with the provisions of KVK (GDPR) Law and with Personal Data Protection

and Processing Policy, and acted in cooperation with the KVK Committee.

5. Access to Information Security Documents

Current and valid versions of policies and procedures that involve information security

are available on the Document Management System application.

In cases of doubt regarding currency of any saved / printed documents, reference must

be made to the information available on the Document Management System application.

6. Supervision

Information Security Manager has the right and responsibility to supervise the processes
related to information security and protection of Personal Data. Incidents and findings

discovered as a result of audits or notifications are evaluated.

The intentional and unintentional acts by TurkTraktor employees in violation of this policy
are evaluated together with the adverse consequences they cause and are subjected to

disciplinary processes as deemed appropriate under the Personnel Regulations.

7. Sanctions

Other Information Security Management System documents should be consistent with
this policy. Otherwise, this policy will take precedence. In case the methods within the
Information Security Policy and other Information Security Management System
documents are violated, necessary procedures are carried out within the framework of

the Code of Ethical Conduct and Disciplinary Provisions.
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